I/ICTOpI/IH BO3ZHUKHOBCHHUA KOMIIBIOTCPHBIX BUPYCOB

W nest koMIIBIOTEPHBIX BUPYCOB BIIEPBBIE 00CykK1amach B CEpUU JIEKIINI MaTeMaTHKa [[)koHa
¢on Heiimana B konne 1940-x ro0B;

B 1966 rony Bbinuia ero MmoHorpadust «Teopusi caMOBOCITPOU3BOASIIMXCS AaBTOMATOB) —
10 CYTH, 3TO MBICJIEHHBIN SKCIIEPUMEHT, pacCMaTPUBAIOIINI BO3MOKHOCTh CyII[€CTBOBAHUS
«MEXaHUYECKOr0o» OpraHu3Ma — HalnpuMep, KOMIIBIOTEPHOTO KOJa — KOTOpBIM Obl
MOBPEXKIal MAIlIMHBI, CO3/aBaJl COOCTBEHHBIC KOIMWW M 3apa’kajl HOBBIC MAIIHHBI
aHAJIOTUYHO TOMY, KaK 3TO JieIaeT OMOIOTHUECKUN BUPYC.

I/ICTOpI/ISI KOMITIBIOTCPHBIX BUPYCOB ACIUTCA Ha HCCKOJIBKO 3TAaIlOB:

> Joucrtopuyeckuii. Bupycel-nereHisl ¥ JOKYMEHTaIbHO  MOATBEPKIACHHBIE
UHIUCHTHI Ha «MeiHbpeimax» 1950-80-x ronos.

> «Jlo-HHTEePHETOBCKHUI». B OCHOBHOM €My MPHUCYIIN «KJIACCUICCKUE BUPYCHD) IS
MS-DOS.

» HuTepHer-3Tan. MHOTOYNCIICHHBIE  YEPBH,  OMUACMHUHU,  [PHUBOASIINE K
KOJIOCCAJIBHBIM yOBITKaM.

» CoBpeMeHHBII, KpUMHUHAJIBHBIH Tamn. Vcronp30BaHre HHTEPHETA B MIPECTYITHBIX
LETAX.

[TosiBeHHE TEPBHIX KOMIIBIOTEPHBIX BUPYCOB, CIIOCOOHBIX TOMUCHIBATH ce0s K (haiiiam,
CBSI3BIBAIOT C MHIIUAECHTOM, KOTOPBI MPOM3O0IIE] B MEpBOM mojoBuHE 70-X TOJ0B Ha
cucreme Univax 1108. Bupyc, nonyuuBimii HazBanue «Pervading Animaly», monucsiBai
ceOss K BBIMOJNHAEMBbIM (aiiylaM — Jejal MPaKTHYECKH TO JKE CaMoe, YTO ThICSUYM
COBPEMEHHBIX KOMITBIOTEPHBIX BUPYCOB.

MOXHO OTMETUTBH, YTO B T€ BPEMEHA 3HAUYUMbIC COOBITUSI, CBSI3aHHBIE C KOMITBIOTEPHBIMU
BUpYyCaMH, MPOUCXOAWIM OJMH pa3 B Heckoyibko jeT. C Hauamom 80-X KOMIBIOTEPHI
CTaHOBSITCA Bce Oosee u Oonee momynsipHbiMU. [losBisieTcst Bce Ooibiiie u Ooibliie
MporpaMM, HA4YWHAIOT Pa3BUBATHCS TJ00ATbHBIE CETU. Pe3yiabTaToM 3TOro SIBISETCS
MOSIBJICHUE OOJIBIIIOTO YMCiIa Pa3HOOOPA3HBIX «TPOSHCKUX KOHEW» — MpOrpamMM, KOTOPHIE
MpU WX 3alyCKe HAHOCAT CHCTeMe Kakou-muOo Bpen. B 1986 r. mpowmsommia mepsas
snuaemus IBM-PC Bupyca «Brainy. Bupyc, 3apaxatontuii 360K0 nuckersl, MpakTHYSCKH
MTHOBEHHO pa3oliescs Mo BceMy mupy. [IpuumHON Takoro «ycrexa» sBIsach, CKOpee
BCET0, HETOTOBHOCTh KOMIIBIOTEPHOTO OOIIECTBA K BCTpEUE C TaKUM SBJICHHUEM, Kak
KOMITBIOTEPHBIN BUPYC.



B 1987 r. npousonuio co0bITHE, KOTOPOE MOMYJISIPU3UPOBAIO «KOMITBIOTEPHBIE BHPYCHIY.
Kox Bupyca «Vienna» BrmepBbie nyOnumkyercs B kHure Pambda broprepa «Computer
Viruses: A High Tech Desease». Cpasy e B 1987 1. OSIBISIOTCS HECKOJIbKO BUPYCOB JIJIst
IBM-PC.

B nsatauny 13-ro mas 1988-ro roga cpa3zy HECKOJIBKO (PUPM M YHUBEPCUTETOB HECKOIBKHUX
CTpaH MHUpa «ITIO3HAKOMHUJIMCHY C BUPYCOM «Jerusalem» — B 3TOT JeHb BHPYC YHHUYTOXKAI
daitel ipu KX 3amycke. Bmecte ¢ HECKOJIBKUME JAPYTUMH BUpycaMH, BUpYC «Jerusalemy
pacrpoCTpaHuiICs MO ThiCSTYaM KOMITbIOTEPOB, OCTABASICh HE3aMEUEHHBIM — AaHTUBUPYCHBIC
MPOTPaMMBbI €Ille He ObUIM pacHpOCTPAHEHbI B TO BPEMsI TaK K€ IIMPOKO KaK CETOAHS, a
MHOTHE TIOJIb30BaTeNd MU Jake MNpodeccHoHalbl €Ille HE BEPWIM B CYIIECTBOBaHUE
KOMITBIOTEPHBIX BUPYCOB. He mponuio u monroga, Kak B HOSIOpe MOBajbHAS SIUIECMUS
ceTeBoro Bupyca Moppuca (apyroe HazBanue — Internet Worm) 3apaszmna 6onee 6000
koMIbtoTepHbIX cucteM B CIIA u mpakTudecku napanu3oBaia ux padory. [lo npuunne
OmMMOKKM B KOJIE BHUPYCa OH HEOrPaHMYEHHO pacchlUlal CBOM KOMUU IO JAPYrUM
KOMIIBIOTEPAM CETH M, TAKUM 00pa3oM, MOJTHOCTHIO 3a0pai 1o ceds ee pecypchl. O01mue
yOBITKH OT BUpyca Moppuca OblIN OIIEeHEHBI B 96 MUJIJTMOHOB JIOJIJIAPOB.

B 1992 romy mosiBuinch mnepBble KOHCTpYKTOphl BUpycoB VCL um PS-MPC, kortopsie
YBEJIUUUIIM U 0€3 TOr0 HEMaJIeHbKU TTOTOK HOBBIX BUPYCOB. B KOHIIE 3TOTr0O roja nepBbii
Bupyc st Windows, 3apakaroniuii BeIToJIHIEMbIe (aiiiibl 3TON ONepariOHHONW CUCTEMBI,
OTKPBUI HOBYIO CTPaHUILy KOMITbIOTEPHBIX BUPYCOB.

B nanpHelilieM pa3BUTHE KOMIBIOTEPHBIX BUPYCOB HANOMHHAET CBOAKY C MOJEH
cpaxxennil. Co3natenu BUPYCOB CTAHOBSTCS Bce 0oyiee M3O0LIPEHHBIMH, KOJIHMYECTBO
AHTUBUPYCHBIX MPOTPAMM PACTET, HO HU OJHA U3 HHUX HE 3alllMIIAeT B MOJHOW mepe. B
KOMITBIOTEPHOM OOIII€CTBE MOSBIISAECTCS CUHIIPOM «KOMITBIOTEPHOTO BUPYCa.

K 60prbe ¢ BupycaMu MOAKIIOYAIOTCS TIPABOOXPAHUTENbHBIE OpraHbl: JjeToM 1994 rona
aBTop Bupyca SMEG Obu1 apectoBaH. [IpumepHo B TO *e camoe BpeMsi B TOH ke
BenukoOpuTanuu apecToBaHa liejas rpyIia Bupyconucarenei, HazpiBapmas ceds ARCV
(Assotiation for Really Cruel Viruses). HekoTopoe Bpemsi CIiyCTs €I1ie OJIJMH aBTOP BUPYCOB
ObL1 apectoBaH B HopBeruu.

ABryct 1995 r. oguH W3 MOBOPOTHBIX MOMEHTOB B MCTOPHUU BUPYCOB U AHTHUBUPYCOB:
oOHapyxxeH mepBbiid Bupyc mis Microsoft Word («Concepty). Tak HaunHaaoch Bpems
MaKpOBHPYCOB.

B 1998 roxy nosiBunuchk niepBbie nmomumopdubie Windows32-Bupycel-»Win95. HPSy u
«Win95. Marburg». Pa3pa®oTunkaM aHTHBHPYCHBIX MPOrpaMM MPHILIOCH CIEIIHO
aJanTUPOBATh K HOBBIM YCJIOBHSIM METOJUKHU JETEKTUPOBAHUS MOJUMOP(PHBIX BUPYCOB,
PaCCUMTAHHBIX JO TOro TOJbKO Ha DOS-BUPYCHL.

Hau6osee 3amernoit B 1998 r. Obu1a smuaemus Bupyca «Win95. ClIH», crasiias cHavana
MAacCOBOM, 3aTeM TJIO0AJbHOH, a 3aTeM TIOBaJbHOH — COOOINCHUS O 3apakKeHUU



KOMITBIOTEPHBIX CETEW M TOMAIIHUX IIEPCOHAIBHBIX KOMIIBIOTEPOB UCYUCISUINCH COTHSIMH,
€cau He TeicsiyaMu. Havano snmaemun 3apernctpupoBado Ha TaiBaHe, rie HEM3BECTHBIN
3aciall 3apakeHHbIe (ailiibl B MecTHble IHTEpHET-KOH(EepEeHIINH.

C cepenunbl 90-X TOOB OCHOBHBIM MCTOYHHUKOM BHPYCOB CTAaHOBHTCS TJIOOQIBHASI CETh
HNnTepner.

26 mapta 1999 r. nmpoucxoaut snuaemusi Bupyca Melissa. Torna 31o Ob11 BUPYC HOBOTO
tumna. OH pacpoCTpaHsJICS MO JIEKTPOHHOM MOYTE B MPUCOCIMHEHHOM (aiiie, U mocie
TOTO KaK TMOJIb30BaTeb OTKPHIBAJ ATOT (haiii, BUpYC pacchiai ceds mo nepbeiM S0 ampecam
B aJpeCHOM KHUTH MouToBOM mporpammbl Microsoft Outlook. On He HaHOCHIT HUKAKOTO
yiiepba caMoMy KOMITBIOTEpPY, HO TIOPOXKIal JIABUHY HOBBIX MUCEM, M U3-3a MEPErPy3KU
BBIXOJIUJIM U3 CTPOSI KOPIIOPATUBHBIE CEPBEPHI.

C 1999 roga MakpoBHpPYChl HAUMHAIOT MOCTEMEHHO TEPSATH CBOE TOCHOICTBO. DTO CBI3aHO
co MHOTUMH (hakTopaMu. Bo-mepBbIX, MOJIB30BATENM OCO3HAIM OMACHOCTb, TASIIIYIOCS B
npocteix doc- u xls-aitmax. Jlromu cranm Oojee BHUMATEIbHBIMU, HAYUYUJIUCH
MOJIb30BATHCSA CTAHAAPTHBIMM MEXaHU3MaMH 3allUThl OT MAKPOBUPYCOB, BCTPOCHHBIMH B

MS Office.

B 2000 roxy nponcxoaaT O4eHb BaXKHbIE U3MEHEHHsI HA MUPOBOIM «BHpPYCHOU apeHe». Ha
CBET IOSBJIIETCS] HOBBIM THUI BPEHBIX KOJIOB — CETEBBIE YEPBU. B 3T0 k€ Bpems MosABIsIETCA
cynepBupyc — «YepHoObuIb». «YUepHOOBUIb» HCHONHSAEMBbIH Bupyc moa Windows,
UMEIOIINH CIIeAYIONINE 0COOEHHOCTH.

Bo-niepBbIX, 3apakeHHbI (aiil HE MEHSAET CBOEro pasMepa IO CpPaBHEHHUIO C
MepBOHAYAJILHBIM BapuaHTOM. Takoi 3¢derT mgocTuraeTcs Omarojgaps CTPYKType
ucnonHsemsbIx (aitioB Windows: kaxabiid exe-(haids pa30uT Ha CEKIMH, BBIPOBHEHHBIE 110
CTpPOTO OIPEACIICHHBIM TpaHuilaM. B pe3ynpTaTe MEXIy CEeKIMSAMH TIOYTH BCerja
oOpa3yercs HeOONbLION 3a30p. XOTA Takas CTPYKTypa MPHUBOJIUT K YBEIMYEHHUIO MECTa,
3aHUMaeMOoro (aillioM Ha JUCKE, OHA )K€ MO3BOJIAET CYIIECTBEHHO MOBBICUTH CKOPOCTH
paboOThI ONEPAIIMOHHON CUCTEMBI ¢ TaKuM (aiioMm. «HepHOObUIb» MO0 3aMUCHIBAET CBOE
TEJO B OJIUH TaKOH 3a30p, 1100 APOOUT CBOM KOJ HA KyCOUYKH M KOTIMPYET KKl U3 HUX
B IyCTOE€ MECTO MEXJAy IpaHulaMu. B pe3ynbTare aHTUBHPYCY CJIOKHEE ONPEIENUTh,
3apakeH JI (pailyn uiIu HET, U elIe CI0KHEE BhUICUYUTh NHOUIIMPOBAHHBIN OOBEKT.

Bo-BTopbix, «UepHOOBUIE» CTal MEPBOMPOXOAIIEM CPEIU MPOTPaMM, YMEIOIIUX MOPTUTH
arnmapaTHbele cpencTBa. HekoTopble MHUKpPOCXEMbI MO3BOJISIIOT MEPE3ANMUCHIBATH JTAHHBIE,
xpaHgiueca B ux Mudu [13Y. 9Tum u 3aHuMaeTcs 3TOT BUPYC.

2000 rox eme MOXHO HasBaTh rojom «JIroOoBHbIX Ilucem». Bupyc «Lovelettery,
OOHapyXeHHbIH 5 Mas, MTHOBEHHO pasJeTeNicsi MO BCEMYy MHpPY, IOpa3uB JECATKH
MWIJIMOHOB KOMIIBIOTEPOB IIPAKTUYECKM BO BCEX YIOJIKax IutaHeTsl. [IpuumHbl 3TOM
rJ1I00abHON AMUAEMHUHN KPOIOTCS B UPE3BBIYAHO BBICOKOM CKOPOCTH PACIPOCTPAHEHUS.
Bupyc paccbuian ¢cBoM KOIIMKA HEMEMNJICHHO II0CIIE 3apayKEHUsI CUCTEMBI IO BCEM aJpecam



AJICKTPOHHOM IMOYTHI, HAWJICHHBIM B aJPECHOM KHHUTE IMOYTOBOM Mporpammbl Microsoft
Outlook. [Togo6HO 06HapyxkeHHOMY BecHOM 1999 rona Bupycy Melissa, LoveLetter sTo
nenain, sskoObl, OT UMEHH BIIJIeNblla 3apa’KEHHOT0 KOMITBIOTEPA, O YeM TOT, ECTECTBEHHO,
naxke He JorajapiBajics. HemanoBakHyr0 poJib MPU pACIPOCTPAHEHHH BUpPYCa ChIrpal U
NICUXOJOTUYECKUM aCIEKT: MaJio KTO CMOKET yJIepKaThCsl, 4TOObI HE MTPOUYUTATH JIIOOOBHOE
UCHMO OT CBOETo 3HakoMoro. IMeHHo Ha 3T0 ObLIa c/iejlaHa OCHOBHAsI CTaBKa B IIpoliecce
paspabotku Bupyca. O wmacmTabax 3apaxeHus BuUpycamMu B Hadaine 21 Beka
CBUJIETEIBCTBYET TOT (haKT, UTO TOJIbKO B Mae aTake Bupyca LoveLetter moaBepriucs 6oiee
40 MMJUTMOHOB KOMIIBIOTEPOB. Y3K€ 3a MEpPBbIE 5 JHEW SMUIEMUN BUPYC HAHEC MUPOBOMU
PKOHOMUKE YOBITKH B pazmepe 6,7 MIIITHAPIOB JOJIIapOB.

C 2000 roma ceTeBble YepBU HAYMHAIOT TIOJTHOCTHIO MPe0bIIaaTh Ha BUPYCHON apeHe MUpa.
[To nanubim JlabopaTopuu Kacnepckoro, Ha ux nosto npuxoautcs 89,1 % Bcex 3apakeHHil.
B cTpykType pacnpoCTpaHEHHOCTHM CETEBBIX YepBEeW TpaJUIMOHHO TPeodIaiaoT
MOYTOBBIC, UCTIONB3YIONIUE €-mail B KauecTBEe OCHOBHOTO TPAaHCHOpTA ISl IOCTaBKU Ha
LIEJIEBBIE KOMIIBIOTEPBI.

B 2001 romy Obln OOHapy>XeH HOBBIM THUIT BPEIOHOCHBIX KOJIOB, CIIOCOOHBIX AKTUBHO
pacpocTpaHsThCA U paboTaTh Ha 3apa)KEHHBIX KOMITbIOTEpax 03 UCIOoIb30BaHus (PailioB
— «OecTtenecHbie uepBu». B mpoiiecce paboThI TakWe BUPYCHI CYIIECTBYIOT UCKIIIOUUTEIHHO
B CUCTEMHOW MaMsiTH, a IPU NEpEeNade Ha JIPyrue KOMIBIOTEPHI - B BUJIE CIELHAIBHBIX
MaKeTOB JaHHBIX.

Takolt mMOBOPOT COOBITHII TOCTAaBWJI CIIOKHBIE 3ajaud  Tepel  pa3paboTuyhKaMu
AHTUBUPYCHBIX MAKETOB. TpaguIimoOHHBIC TEXHOJIOTUN (AHTUBUPYCHBIN CKaHEP ¥ MOHUTOD)
MPOSIBUJIM HECTIOCOOHOCTHh I(P(HEKTUBHO MPOTHUBOCTOSATH HOBOM yrpo3e, MOCKOJIBbKY HX
aIrOpuT™M OOPBHOBI C BPEIOHOCHBIMHM IMpOrpaMMaMH OCHOBaH HMMEHHO Ha IepexBaTe
(aiinoBeIx onepauuid. PemenueM npoOieMsl cTan CelHaTIbHbIA aHTUBUPYCHBINA (QUIIBTD,
KOTOpBI B ()OHOBOM pPEXHUME IMPOBEPSET BCE MOCTYMAIOIIME HAa KOMIIBIOTEp MAKEThI
JaHHBIX W ynanser «OectenecHbIX» uepBei. ['oOanbHass 3MHUIEMUS CETEBOTO YepBs
CodeRed, nauaBmasics 20 urons 2001 rona, moaTBepauia AeHCTBEHHOCTh TEXHOJOTHUH

«becrenecHoctr». Ho eme cepbe3nee okazanachk snuaemus Bupyca Helkern' 25 suBaps
2003 ropa.

B cents6pe 2010 roga Bupyc Stuxnet nmopasui kommbiorepsl coTpyaHukoB ADC B bytiepe
(Mpan) u co3nain npoOaemMbl B PyHKIIMOHUPOBAHUU LIEHTPU(DYT KOMIUIEKCA [0 000TrallleHHI0
ypana B Haran3ze. [1o MHeHHIO 3KcniepTOB, Stuxnet cTay IepBBIM BUPYCOM, KOTOPBINA OBLIT
HCIIOJIL30BaH KaK KUOEPOpYIKHUE.

B 2014 r. nosBwiIace M cpa3y IMOCTaBWiIa MOJ YIpO3y MHOKECTBO HHTEPHET-CEPBEPOB
yrpo3a Heartbleed.

12 mas 2017 roma 3HAUMTEIBLHOE YMCIO KOMIIBIOTEPOB C OIEPAIIMOHHONW CHCTEMOM
Windows noaBepriiock arake Bupyca-BpiMoratesss WannaCry (anri. "xody miakats'").



27 urona 2017 roma oT arakd KOMITBIOTEPHOIO BHpyca - ImudpoBaibiiuka Petya.A
noctpaaanu aecsaTku komnanuii B PO u va Yipaune. [lo coobmenuto Group-IB, kotopas
3aHUMAETCS MPEJOTBPAILIEHUEM U paccieloBaHreM KubeprpecTymieHui, B Poccun atake
MOJIBEPIIIUCH KoMIbIoTepHBIE cucTembl "Pocuedtn”, "bammnedtn", "EBpaza", poccuiickux
odpucos komnanuit Mars, Mondeles u Nivea. Ha Ykpaune BupycHoi aTake MoaBEpriuch
koMmIbioTepsl "Kuessnepro", "Ykpanepro", "Omandanka" u konuepHa "AHToHoB". Takxke
M3-32 BUPYCAa BPEMEHHO OTKIIOYWICS ABTOMATHYECKUHA MOHHMTOPUHI IPOMBIIIJIEHHOM
wiomaaku Ha YepHoObuibckoit ADC. Bupyc Petya pacmpoctpansiercs yepe3 CChUIKH B
COOOUICHUSX JIEKTPOHHOM MOYTHI U OJOKUPYET JTOCTYII MOJIB30BATENA K )KECTKOMY JUCKY
KOMITbIOTEpa, TpeOys BHIKYI B pazmepe $300 B OuTKolHAX. ITUM OH CXOXK C BPEJIOHOCHOM
nporpammoit WannaCry, ¢ KoTopoii Obuta CBsi3aHa IpeabIAyIasi KpyHas BUPyCHas aTaka
B Mae 2017 rona.

2020 - UYepss-Beimoratens WastedLocker npuinensHo arakoBan ¢upmy Garmin u
notpedoBan 10 MuwIIMOHOB AoJuiapoB. B3nom GonbHulbl B Jlroccenbaopde mnpuBen K
CMEPTH YEeJIOBEKA.

CoBpeMeHHbIE BUPYCHl NUIIYTCS yKe He Tosibko 1A [IK, Ho m mma ycTpoilcTB mon
ynpasienneMm Android, 10S u npyrux moouiasHbIX OC. OHAKO TPUHITUN UX JCHCTBUS BCE
TOT K€, U B LIEJIOM OHU YKJIa/IbIBAIOTCS B IPUBEAEHHYIO BBIIIE KIACCU(PUKAIIUIO.

KubenpecTynHUKN MO-TIPEXHEMY HCHOJB3YIOT JIIOOYI0 BO3MOKHOCTh NMPUUYMHUTH BPEN
JIPYTUM B KOPBICTHBIX LEsAX. BoT u HegaBHO oObsiBieHHas manaemuss COVID-19 crana
MOYBOW JJIA 37TI0YMBIIIEHHUKOB, CTPEMSIINXCS 3aBJIAJIETh MOJIb30BATEIbCKUMU LIECHHBIMU
naHHbIMU. Tak, B MapTe OBLIO 3amylIEHO HOBOE MPHUJIOKEHUE, BOPYIOLIEE JaHHBIC
MOJb30BATENIEN TOA BUIAOM nOpwioxkeHus or BO3 mo kopoHOBUpYyCy. 3amyckasi €ro,
aKTUBUPYETCS TPOSHEL, KOTOPBI HauMHAeT cOOMpaTh U MEPEChUIaTh CBOEMY CO3JIaTEINI0
nH(popManuio 00 aKKayHTax MoJb30BaTeseH.

Taxoke OBLJIO OpraHU30BaHO HECKOJIBKO KHOepaTak Ha MEIUIIMHCKHUE YUPEKICHUS — OJHU
3JIOYMBINIUICHHUKN TIBITAIACH MMapaan30BaTh padboTy OOJIBHUIL, a apyrue (pa3paboTduku
MIpOoTpaMMbI-BeIMOTatesiss Maze) monpITaaruch 3apadoTaTh Ha IAHTaXe, T000EIaB B CiIydae
HEBBINIOJHCHUSI MaTepHaNbHBIX TPEOOBAHUM CIWUTHh JaHHBIE O TIAMEHTaX OHOTO
MCCJICIOBATENILCKOTO IIEHTPa B CeTh. J[eHer BhIMOTaTe n HE MOTYYHIIH, IOATOMY JaHHBIC
BCeX OBIBIIMX MAIMEHTOB OBLIIM OOHAPOIOBAHBI.



HeMHoro noapooHee 0 HeKOTOPbIX M3 BbILIENEPEeYUCICHHBIX

[Tporpamma Creeper

Kak ormeuaercs Ha caiite Discovery, nmporpamma Creeper, 0 KOTOPOil 4acTO TOBOPSIT Kak O
nepBoM Bupyce, Obuia coszmaHa B 1971 romy corpyanukom kommnanuu BBN boGom
Tomacom. Ilo ¢akry, Creeper ObLT CO3/1aH Kak TECTOBasl MPOrpaMmMa, YTOObI IIPOBEPUTH,
BO3MOXXHA JIM B MPHUHIIMIIE CAMOBOCIPOM3BOZSMIAsACS MporpamMma. Okas3aloch, 4YTO B
HEKOTOPOM CMBICJIE BO3MOXHA. 3apa3uB HOBBIN JKECTKUN TUCK, Creeper MbITalucs yaaauTh
cebst ¢ mpenplaymiero kommnetorepa. Creeper He coBepllajl HHUKaKUX BPEIOHOCHBIX
AecTBH — OH TOJIbKO BbIBoAWI npoctoe coodbmienue: "I'M THE CREEPER. CATCH ME
IF YOU CAN!" (I CREEPER. IIONMAI MEH$, ECJI CMOXEIIb!)

Bupyc Rabbit

Corunacho caiity InfoCarnivore, Bupyc Rabbit (Taxke u3BectHbiit kak Wabbit) Obu1 co3nan
B 1974 r. ¢ Bp€AOHOCHOM LIEJIBIO0 M MOT CAMOBOCIIPOM3BOINUTHCS. [lonaB Ha KOMIIBIOTED, OH
nenaj O0oJbIIOE KOJMYECTBO KOMUHM ce0sl, 3HAUMTENbHO YXyAIIal paboTOCIOCOOHOCTH
CUCTEMBI U B UTOT€ IPUBOMII K 0TKa3y komrbroTepa. Mms («Kpoauky) 66110 JaHO BUPYCY
M3-3a TOTO, YTO OH OYE€Hb OBICTPO CAMOBOCITPOU3BOIUICS.

ITepBe1it TposiHELN

CornacHo caitty Fourmilab, mnepBbiit TposiHeny mno HazBanueM ANIMAL (xoTs
€CTh CIIOPBI OTHOCUTEIBHO TOTO, OBLIN JIU ATO ACHCTBUTEIHHO TPOSHEI] UJIH MPOCTO BUPYC)
ObUT pa3paboTaH KOMITBIOTEPHBIM Tporpammuctom Jlxonom Yoakepom B 1975 r. B To
BpeMs ObLIM OYEHB MOIYJISIPHBI KOMITBIOTEPHBIE UTPBI, B KOTOPHIX MOJIb30BATENb 3araIbIBall
Kakoe-HUOYIb )KUBOTHOE, a ITporpamMMa JI0OJbKHA Oblla ero yragath 3a 20 BOompocoB. Y oJIKep
Hamucai OJIHy U3 TaKUX UTP, U OHA CTaja MOomysipHOM. UTOOBI MOACIUTHLCS €€ CO CBOUMU
Ipy3bsiMU, Y OJIKEP 3aMKMChIBAII U TIEPEIaBall €€ Ha MATHUTHOM JieHTe. YTOOBI YIPOCTHUTH ATY
npouenypy, Yonkep co3man nporpammy PERVADE, koropas ycranaBiuBanach Ha
komnbroTep BMecTe ¢ urpod ANIMAL. Iloka nonws3oBatens urpan B urpy, PREVADE
IIPOBEPST BCE AJOCTYIHBIE NOJIB30BATEII0 IUPEKTOPUH HA KOMIIBIOTEPE, & 3aTEM KOITMPOBAJI
ANIMAL Bo Bce IUpeKTOpUH, T/I€ ITON MporpaMMbl He ObLT0. BpemoHoCcHOM 11enu 3/1ech
He Obuto, HO ANIMAL u PREVADE noanamaroT moj ompeneieHue TPOSHIA: MO CYTH,
BHYTpH nporpaMmbl ANIMAL Oblna 3anpsiTana apyras nporpamma, KOTopasi BbIIOJIHSLIIA
neicTBUA 03 coryiacus Mmoyb30BaTeNsl.



Bupyc 3arpy3ounoro cexropa Brain

Brain, nepssriit Bupyc ais IBM-coBMeCTUMBIX KOMIIBIOTEPOB, TOsiBIIICS B 1986 ro1y — OH
3apakall mATuIIoMoBBIe AuckeThl. Kak cooOmaer Securelist, Bupyc ObLI HamucaH JBYyMs
Opatesimu — bacutom nu AMmxanom ®apykoMm AJNBU, KOTOPBIE JEpKajll KOMITbIOTEPHBIHA
marazuH B [lakucrane. bparbsdMm Hajgoeno, 4TO MOKYINATENW HEJIEraJlbHO KONMPOBAIN
KyrmeHHoe y Hux 110, 1 oHM co3/1amu 3TOT BUPYC, KOTOPBIE 3apaXkai 3arpy304HbIe CEKTOPa
auckeT. Brain 3a0HO OKa3ajcsi M MEPBBIM BHPYCOM-HEBUIAMMKON: NpU OOHApPYKEHUU
IIONBITKA YTEHHUS 3apPaXEHHOI'O CEKTOpa JWCKa BHUPYC HE3AMETHO ITOACTABISI €ro
He3apakKeHHBIM opuruHai. Takyke OH 3amuchbiBal Ha JUCKETy (pasdy «(c) Brainy, HO mpu
9TOM HE INOPTHJI HUKAKUX JTaHHBIX.

Bupyc Uepycanum (Jerusalem)

B 1988 roay Obuta oTMeueHa 3MUEMUS KOMIIBIOTEpHOTO BUpyca MepycanuMm, KOTOPHI
OBLI 3aIIpOrpaMMHUPOBAaH Ha OCOOCHHO pa3pyILIUTENbHbIE JEHCTBUSA, €CIIU aKTUBUPOBAJICS B
narauny 13-ro. Bupyc Hepycanum nosiBuwiics B M3paune B koHue 1987 r. 910 nepBblid
M3BECTHBIM BUpycC, 3apaxaBmuil EXE-¢aiinsl 10CcTaTOYHO YHUBEpPCAIbHBIM CIOCOOOM.
IIposiBun ceds B Epomne, CIIA, na bamxunem Boctoke.llepBrlit yaap maHHOro BHUpyca
npuiencs Ha natHuny 13. Bcee mocnenyronype akTUBHOCTH JAHHOTO BHUPYCA CBSI3aHbI
TOJBKO ¢ 13 nHEM mecdila, Mpu yCIOBUU, KOHEYHO K€, YTO ATO nsaTHUIA. Bc€ ocraBieecs
BpeMs BUPYC CIIOKOMHO 1 BeCbMa JI00POKEIaTeIbHO PACIIPOCTPAHSIICS 10 BCEMY MUPY, UTO
00ecreynso ero J0CTaTOYHO OONBIIYI0 «IOMYJSIPHOCTB», a TaK € IMPUHECIO 3BaHUE
MEpBOro B MHUPE KOMIIBIOTEPHOIO BHpYyCa, KOTOpBIM BbI3BaN MaHaemuio. M3 Bcex
NECTPYKTUBHBIX JIeUCTBUI BUpyca MepycanuM MOKHO BBIJIEIUTH 1BA OCHOBHBIX: -BUPYC
yAaJIsul Bce (pailyibl, KOTOpbIE TEM WJIM MHBIM 00pa3oM ObUIM 3ammylIeHbl B OATHULY 13 -
oco0oe BHUMaHWE B JIAaHHOM TIpoliecce BUPYC yaensl mpuioxeHusM. Yepes 30 MuHyT
MocJie 3amycka KoMibloTepa Bupyc Mepycanum 3amenisun paboTy KOMIIBIOTEpa B 5 pas.
UtoOBl MPOBEPHYTH TaKyH OMNEpaIMI0, BUPYC MU3MEHSI BpeMsl MpPEepbIBaHUSI MPOIECCOB,
KOTOPBIE B CBOIO 0YEPEb HEKOTOPOE BPEMS TPOCTO-HAMPOCTO BAJISIIIN Iypaka, Ipexkae yeM
BBINIOJIHUTH TO, O YEM MPOCHJI €r0 MOJIb30BaTeNb. Mepycanum OblT MepBOHAYAIbHO OYEHb
XapakTepeH (A1 BUpyca JIHS) U MOPO U OO0JIbIIIOE KOJTMYECTBO pa3HOBHIHOCTEH. OTHAKO,
HaunHas ¢ nosienenuss Windows, stu niepepsiBbl JIOCA GosbIlie He HCTIONB3YIOTCS, TAKUM
oOpazoM, Mepycanum 1 ero pa3sHOBUAHOCTU CTAIN YCTAPEBUIMMHU.

"YepHOOBLITH"

2 uronst 1997 rona crynent arynckoro yHusepcutera (Taii6sit, TaitBans; KHP) Usnb
Nuxao cosnman nepByto Bepcuro Bupyca Chernobyl ("UepunoObuts" nnu CIH - mo mepBbiM
cloraM WMEHHW aBTopa). Bupyc 3apakan KOMIBIOTEPHI C ONEPAIMOHHBIMH CHCTEMaMH
Windows 95 u 98. 26 ampene 1999 roma BUpTyandbHBIM MHUP Y3HAJI O HOBOM yrpo3e —



cmepToHocHOM Jutst uHpopmaruu 1 OC TaliBaHbCKOM BHUpyce. «HepHOObUIBY» HE TOJIBKO
yHUYTOXKa (aitibl Ha OHKECTKMX JUCKAX TOJb30BaTeNield, HO JaKe TOBPEKIAT
npenycraHoBieHHyo cuctemy BIOS, 3apa3zuB Ttakum oOpazom okoio 500 Teicsu TIK mo
BCEMYy MuUpy. Brmpouem, 10 MaccoBOro pacnpoOCTpaHEHHsI CBOErO0 BHpyca TalBaHbCKUMN
ctyneHt Ysup Muxao (B 2000 romy oH Obul apecTOBaH, HO 3aTE€M OTIYIIEH) CHaydala
NOTPEHUPOBAJICS «HA KOIIKax», OecredyHo 3apa3uB B HioHEe 1998 roma KOMIIbIOTEpHI
POJIHOTO YHUBEPCUTETA, a 3aTE€M II0J YK€ HE KOHTPOJHMPYEMYIO aTaKy BHpyca NOHajd
aMEpUKaHCKHE CEpBEpPbI, PACIPOCTPAHSIBIINE KOMIIbIOTEpHbIE Urpbl. Kak mnoToMm
BBISICHUJIOCh, HUYETO TUI0X0ro UsHb HE 3aMBILUISIL, @ BAPYC CO3AAJI IPOCTO 3a0aBbl paau, U
MOCJIE MAacCOBOTO 3apaKeHMs MEPEKHBAJ TaK CUJIIBHO, YTO JaKe MyOJMYHO H3BUHUIICS
nepen MoJjib30BaTeNI MU KUTACKOTO MHTEPHETAa, KOTOpbIEe OOJIbIlIE BCEro MOCTPajaid OT
«HepHOOBULD.

Melissa

Onunemus Bupyca Melissa Hauanach 26 mapta 1999 r. Torna 370 ObUT BUPYC HOBOI'O THIIA.
[Tockonbky 3TO He OblIa OTAENIbHAs IporpamMma, oHa He Oblia Kiaccu(UUUpOBaHA Kak
yepBb. OH Hanenwica Ha cuctemMbl Ha 0aze Microsoft Word u Outlook u cozman
3HAYUTENbHBIN ceTeBol Tpaduk. OH pacrnpocTpaHsuics IO JJIEKTPOHHOM IodTe B
PUCOEAMHEHHOM (paiiyie, ¥ Mociie TOro Kak IO0JIb30BaTellb OTKPBIBAN 3TOT (ailil, BUPYC
pacceuiain ceds no nepsbiM 50 agpecam B aApeCHON KHUTH TOYTOBOM nporpaMmbl Microsoft
Outlook. OH He HaHOCKJI HUKAKOTO yiiepOa caMoMy KOMIIBIOTEPY, HO MOPOXKAAJ JIABUHY
HOBBIX IMHCEM, U M3-3a TIEPErPy3KH BBIXOMIN U3 CTPOST KOPIIOPATUBHBIE CEPBEPHI.

Bupyc 3apaxkal KOMIOBIOTEPHI 4Yepe3 3JIEKTPOHHOE MHUCbMO, B IMHChbME C 3aroJIOBKOM
«BaxHoe cooOiieHne oT», 3a KOTOPBIM CleAyeT TeKyllee uMms mnonb3oBarens. llocie
eJTYKa M0 COOOIICHUIO TeNIo OyAeT YyuTaTh: «BOT TOT JOKYMEHT, KOTOPBIA BBl MPOCHIIH.
Bonbiile HUKOMY HE TOKa3bIBaTh;)». [IpUKpErIeHHBIN OBLT JOKYMEHT IOJI Ha3BaHHEM
Cnoso list.doc, comepkamuii CUCOK MOPHOTPAPUUECKUX CANTOB U COMPOBOKIAFOIINX
JIOTWHOB JIJISl KQXJI0Tr0. 3aTeM OH OyJeT MacCcOoBO pacchuUlaTh ceOsi mepBbiM S0 roasMm B
CIIMCKE KOHTAKTOB IMOJB30BATENs, a 3aTEM OTKJIIOYATh HECKOJIBKO 3aIUTHBIX (DYHKIUN B
Microsoft Word u Microsoft Outlook. Uepes nemento mociie Havyana SMUAEMUAN TOJIUIUSL
Hrero-/>xepcu u arentsl OBP Beuncnumm, uro Bupyc Obut BhimylieH B Internet ¢ agpeca
oHJIaliHOBOM ciyx0bl AOL, npunaanexaiiero Hekoemy 30-nernemy 3Bugy Cmuty. OH
MpU3HAJCA B TOM, YTO MMEHHO OH co3nan Bupyc Melissa. OH Takke coryiacuics
COTPYAHMYATH CO CIEACTBUEM, IOITOMY €My ObUIO MPEABSIBICHO OOBUHEHNE B HAHECEHUHU
ymep6a B pasmepe 80 MIH J0J. TIO CTaThe, KOTOpas MpeaycMaTpuBajia TIOPEMHOE
3aKitoueHue cpokoM ot 46 1o 57 mecsues. [lorom Cmut Obu1 BhiyIieH noA 3aigor B 100
TBICSY JOJ. WU JIeJI0 Hayalu CHOyckaTh Ha TopMo3ax. ClymaHusi HEOJHOKPATHO
MEePEHOCUIINCh, U OOBUHHUTEIIN, TAK ITyMHO HAYaBIIUE 3TO JEJIO, TETEePh XPAHIT MOJTYAHHE.
Mougat Takxke caM J>xkum CMUT U €ro ajgBoKar.



Bupyc [LoveYou

B nauvane 21 Beka MOSBUIICA HAJEKHBIA BBICOKOCKOPOCTHOW WHTEPHET-IOCTYI, U 3TO
M3MEHWIO METOJbl PACIPOCTPAHECHHSI BPEIOHOCHBIX MHporpaMM. Temepp OHM HE ObLIM
OTpaHUYEHBbl JHUCKETaMH M KOPIOPATHUBHBIMH CETAMH M MOTJIM OYEHb OBICTPO
pacpoCTpaHsAThCA Yepe3 PICKTPOHHYIO MOUTY, MOIMYJISIPHbIE BEO-CANThI U J1ayke HAMPIMYIO
yepe3 uHTEepHET. Haudamo ¢opmupoBarbcsi BpemonocHoe [IO B coBpeMEeHHOM BHJIE.
Jlanamadt yrpo3 okaszaicsi 3aceleHHbIM BHUpycaMH, YEpBSIMU M TposiHIIaMU. Bo3Huk
coOupaTenpHbINA TepMUH «BpenoHocHOEe [10». OmHa U3 caMbIX Cephe3HBIX AUIEMUN HOBOK
spbl ObuTa BbI3BaHa uepBeM ILoveYou, koTopsrit mosiBuics 4 mast 2000 r.

Kak yxassiBaet Securelist, [LoveYou ciemnoBan momenu paHee CynieCTBOBABIINX BUPYCOB,
pacnpocTpaHsBIiMXxcs 1o mnodyre. [Ipu 3TOM, B OTIIMUME OT MaKpOBHPYCOB, IIHUPOKO
pacnpoctpaHeHHbIX ¢ 1995 rona, [LoveYou pacnpocTpaHsuicss HE B BUAC 3apPaKEHHOIO
nokymenTa Word, a B Buze VBS-daiina (Takoe pacmmpeHre MeI0T CKpUIIThL, HAITMCaHHbIE
B Visual Basic). Meroa oka3zajicsi mpoCThIM M JCHCTBEHHBIM — I0JIb30BATENN €LIE HE
MIPUBBIKIIM OCTEPEraThCsl HE3AMPOIICHHBIX AJIEKTPOHHBIX TUCEM. B KauecTBe TeMbl TUCbMa
ob1a ctpouka «I Love You», a B mpuiioxkeHUH K KaxjaoMy nucbMmy Obul daitn « LOVE-
LETTER-FOR-YOU-TXT.vbsy». Ilo 3anymke coznarens Ounens ne ['y3mana, 4epBb CTHpal
cymiecTBytomue (Gailsibl U MOBEPX HHUX 3aMHUChIBAT COOCTBEHHBIC KOIMUU, OJsiaroaaps
KOTOPBIM YE€pPBb PacChUIAICA IO BCEM aJpecaM M3 CIHCKa KOHTAaKTOB IOJIb30BATEJI.
[TockonbKy nMucbMa, Kak MPaBUIIo, MIPUXOJUIH CO 3HAKOMBIX aIpeCOB, MOTyYaTeIH 0OBIYHO
OTKpPBIBAJIM MX — W 3apakaJldi 4epBeM CBOM kommbtoTep. Takum oOpazom, [LoveYou Ha
MpaKTUKE TOATBEPANI 3P (PEKTUBHOCTh METOJIOB COLUAIBHON UHIKEHEPHH.

Yeper CodeRed

Yepsr CodeRed Ob11 Tak Ha3pIBAEMBIM OECTEIIECHBIM YEPBEM — OH CYIIIECTBOBAJ TOJIHKO B
MaMATH U HE TPEANPUHUMAI MOTBITOK 3apa3uTh (aitibl B cucteMe. Mcmonp3ys Opemns B
cucteme Oe3omacHoctu Microsoft Internet Information Server, uepBb Bcero 3a HECKOJIbKO
JaCOB PACTIIPOCTPAHMIICS 110 BCEMY MHUPY M BBI3BAJ Xa0C, BHEAPSICH B MPOTOKOJIBI OOMEHA
uHdopMaImen Mex Iy KOMIbIOTEPAMH.

Kak mnumer caift Scientific American, 3apa)keHHbI€ KOMIBIOTEPhl B UTOre OBbLIM
UCIIOJIb30BaHbI A1 poBeacHus DDoS-aTaku Ha BeO-caiiT benoro moma — Whitehouse.gov.

Heartbleed

VYrpo3a Heartbleed nosiBunace B 2014 1. u cpa3dy mocrtaBmiia Mmojf yrpo3y MHOKECTBO
WHTEpHET-cepBepoB. B otnuuue ot BupycoB u depmei, Heartbleed — 310 ys3BUMOCTH B
OpenSSL — kpuntorpadudeckoil OMOIMOTEKE YHUBEPCATHLHOTO MPUMEHEHUS, ITUPOKO
ucnoap3yrouieica no scemy mMupy. OpenSSL nepuogudecku pacchbUIaeT COEAMHEHHBIM



YCTPOMCTBAM CIE€LMAJIbHbIE CUTHAJbI, TOJTBEPKAAIOUIME AKTYyaJIbHOCTh COEIWHEHMS.
[Tonp30oBaTeIM MOTYT OTOCIATh HEKOTOPBIM 00BEM JAaHHBIX U B OTBET 3aIIPOCUTH TAKOE JKE
KOJIMYECTBO JIAHHBIX — HApUMEp, OTOCIATh OJAUH OAWT W MOJYYHUTh B OTBET TOXKE OJIMH
0aiiT. MakcuMabHOE KOJIMYECTBO JaHHBIX, OTIPABISIEMBIX 3a OJIMH pa3 — 64 kuimobaiTa.
Kak o0ObsicHsier cnemumanuct mno Oe3zonacHocTH bproc Illnaiiep, moib3oBarenb MOXKET
00BSBUTH, YTO OTChUIAET 64 K1100aiiTa, a Mo (akTy OTIPABUTH TOJIBKO OJWH OAalT — B 3TOM
Ciydae cepBep B OTBET NpuiuieT 64 kuimo0aiTa TaHHBIX, XPAHSIINXCS B €r0 ONEPaTUBHON
naMsTH, B KOTOPBIX MOXET OKa3aThCA BCE YTO YrOJHO — OT MMEH IMOJIb30BaTele 10
MAPOJICA U KPUIITOCTOMKHUX KITFOUEH.

WannaCry (anri. "xouy miakats'")

WannaCry — cMerianHasi yrpo3a, coderaromas B cebe acleKThl 4epBs U MPOTpaMMbI-
BbIMOTATEJIs.

12 mas 2017 roma 3HAYUTEIBHOE YHMCIO KOMIBIOTEPOB C OIEPALMOHHOW CHCTEMOM
Windows monBepriiock arake Bupyca-BbiMorarenss WannaCry (aHri. "Xxouy muiakate').
Bupyc mmdpyer ¢aiinel mosib3oBaTens, 4TOObl MX HENb3s ObUIO HCIOIb30BaTh; 32
pacmmpoBKy JaHHBIX 3JIOYMBINLICHHUKH TpeOoBanyu 3armiatuTh $600 B KpUNTOBAIIOTE
outkoitH. Becero 6wu1o 3apaxkero 10 300 ThiC. KOMIBIOTEPOB B MO MeHbIIe mepe 150
cTpanax mmpa. IIpemnonaraemerii ymep6 npesbicu $1 mupa. Ot atakd, B 4YaCTHOCTH,
noctpanan HamuonaneHas cucrema 3apaBooxpanenus (NHS) BenukoOGputanum,
WCIAHCKasl TeJIeKOMMYHHUKalMoHHasi komnanusi Telefonica, snekTpoHHas cucrema cyjaa
Opasunbckoro mrara Can-Ilayny u ap. ['mobGanbHasi xakepckas araka TakKe 3aTpoHYyJa
KOMIIBIOTEPBl POCCUHUCKUX CHUJIOBBIX BEAOMCTB M TEJIEKOMMYHUKAIMOHHBIX KOMIIAHUM.
Atakam noaseprinchk cucteMbl MUC, MB/I, P2K]], COepbanka, MOOUIIBHBIX ONEPATOPOB
"Meradon" u "Beimmenkom", Telefonica, FedEx u Deutsche Bahn. Nissan u Renault
ocTaHOBUJM mpou3BoAcTBO. IlocTtpamanu OonpHuibl. [lo JaHHBIM aMEpPUKAHCKUX
DKCIEPTOB, BBIMOTABIIUM CPEACTBA 3JIOYMBIIUICHHUKAM MOCTYynuiIo Beero 302 maTexa B
obmem pasmepe okoino $116,5 teic. Ilo omenkam COepbanka, 6osee 70% "ycmentHo"
ATAKOBAaHHBIX KOMIBIOTEPOB MPUHAIICKATU POCCUMCKUM OPTaHU3ALMAM U (PU3UUECKUM
nunam. [locme ataku Microsoft BeIycTHIa OOHOBIICHHS TAKETOB 0€30MACHOCTH IS YKe

HEe mojepkuBaBimuxcs onepannonubix cucreM Windows XP, Windows Server 2003 u
Windows 8.



