NEKUUA 4. NOJINTUKA BE3OINACHOCTU

[lon yenocmuocmouro onpaszymeBaeTcs OTCYTCTBAE HEHAIJIEKAIIUX U3MEHe-
Huii. Hu ogHoMy monb3oBatenmo AC, B TOM YHCIIe aBTOPH3O0BAHHOMY, HE JOJKHBI
OBITH pa3pelIeHbl TaKhue U3MEHEHHS JIaHHBIX, KOTOpPbIe TIOBIEKYT 32 cOOOW HX pas-
pYIIEHUE UITH TTOTEPIO.

[Ipu paccMoTpeHnHr BOIIpOCa METOCTHOCTH TaHHBIX HCITOJIb3YETCS HHTETPUPO-
BaHHBIN MOJIXO/, BKIFOYAOIINHN B ce0s AEBATh TEOPETUIECKUX MPHUHIIUTIOB!

1) KOppEKTHOCTH TPAH3AKITHI;

2) MUHUMU3AIS IPUBUJIETHH;

3) ayreHTH(UKALINS TTOTB30BATENCH;

4) pasrpannieHre (yHKIIMOHATBHBIX 00S3aHHOCTEH;

5) ayauT MpoU30IIeAINX COOBITH;

6) 00OBEKTUBHBIN KOHTPOJIB;

7) ynpaBieHue niepeadei TipHBAICTHiA,

8) obecnieuenmne HeNIPepLIBHONW PabOTOCTIOCOOHOCTH;

9) mpocToTa UCTIOJIB30BAHUS 3aITUTHRIX MEXaHU3MOB.

IHlonumuka 6e3onacnocmu opzaHu3ayuu — COBOKYITHOCTh JOKYMEHTHPO-
BaHHBIX PYKOBOMAIIUX MPUHIIMIIOB, TIPAaBUJI, MPOLEAYP U MPAKTHYECKUX MPUEMOB B
obnactn 0€30MacHOCTH, KOTOpPbIE PEryJINpYyIOT yIpaBiIeHHe, 3alluTy W pacrpeiaene-
HUe IeHHo# nHpopmanmu (puc. 6).

[TonnTrka 6€30MacHOCTH 3aBUCHT OT:

— KOHKPETHOM TeXHOJOrHH 00paboTKK HHGOPMAIIUH;

— HUCIIOJIB3YEMBIX TEXHUYCCKUX U IMTPOTrpaMMHBIX CPEICTB;

— PacIOJIOKEHHUST OPTaHU3AIIHH.

[Momutrka 0E30MAaCHOCTH YCTaHABIMBACT NPABWIIA, KOTOPBIC OIPEICISIOT
KOH(HTYpAINIO CUCTEM, JISHCTBUS CITY)KalllUX OPTaHU3aIMK B OOBIYHBIX YCIOBHSIX U
B ClIy4yae HEMpeIBUIAEHHBIX 00cTosTenbcTB. OHA 3acTaBiseT JIIOJEH nenaTh BElly,
KOTOpBIE OHU HE XOTAT AenaTs. OAHAKO OHA UMEET OTPOMHOE 3HAYEHHUE I OpPTaHu-
3alluM ¥ SIBIISIETCS] HANOoJiee BaXKHOM COCTABIISIONIEH paboThl OT/Iena HH(POPMAIIOH-
HOW 0€30IacHOCTH.

[TonnTrka 6e30MacHOCTH OTpeaeseT:

— 0e30MacHOCTh BHYTPH OpraHHU3aIlny;

— MECTO Ka)JIOTO CITy’Kalllero B cucreMe 0e30MacHOCTH.

Cy1iecTBYIOT pa3UYHbIE MMOJUTUKH, ISl KOTOPBIX €CTh TPU OCHOBHBIX 0O01Ie-
NPUHATBIX pa3fena.

Ilens. Kaxnas monuTrKa W TPOIENypa WMEIOT YETKO OIPENEICHHYIO IENb,
OTIHCHIBAIOIIAs IPUYHHBI, IOYEMY CO3JaHa Ta WIM WHAS MOJINTUKA WIH MPoLenypa, 1
KaKyI0 BBII'OJY OT 3TOI'0 HAACCTCA MOJIYUYUTh OpraHrU3alus.

Oobnacmo. Kaxxnas MoNMUTHKA W MPOIEAypa UMEET pas3zell, OMUCHIBAIOIINN e
chepy mpunoxkeHus. Hampumep, monmuTrka 0€30MaCHOCTH NMPHUMEHSETCS KO BCEM
KOMIIBIOTCPHBIM M CETEBBIM CUCTCMAaM. I/IH(i)OpMaHI/IOHHaﬂ IMOJIMTUKA NPUMCHACTCA
KO BCEM CITy KaIl[UM.
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Puc. 6
O6u1as noiauTHKa HHYOPMAIIMOHHON 0E30TaCHOCTH

Omeemcmeennocms. B paznene 00 OTBETCTBEHHOCTH ONpEACISIOTCS JIMLA,
OTBETCTBEHHBIC 32 COONIOEHHE TOJUTHK HIU NPOUEAYpP, KOTOPHIE IOJKHBI OBITH
Ha/JIeKaluM o0pa3oM 00yUYeHbI U 3HaTh Bce TPEOOBaHMS TIOJTUTHKH.

[Nonutrka 6e30MacHOCTH CTPOUTCS HA OCHOBE aHAIN3a PUCKOB, KOTOPBIE NPHU-
3HAIOTCS peaNbHBIMU AJIs1 HHPOPMAIMOHHON crcTeMbl opranuzanuu (puc. 7). Cneny-
€T BBISICHUTB, HACKOJIBKO CEPbE3HBIN yIepO MOKET MPUHECTH (PrUpMe PACKPBITHE WIH
WHasl aTaka Ha Kbl KOHKPETHBIA MH()OPMAIMOHHBII OOBEKT.

ITpemoTspa- MunnmMusanusg
p p 3armuTa - Puck
eHune HOCJIEeACTBU
Amnanus . .
TlonuTuka Ilnan geiicTBuit
PHUCKOB
6e30IaCcHOCTHI B UpPE3BHI-
. OcTaTouHbIe
YalHBIX
PpHUCKH
CUTyaIAAX

Puc. 7
CxeMa NONUTHKH HHPOPMAaIMOHHOH 6e30MacHOCTH

PuckoM Ha3bIBaeTCsl MPOU3BEACHKE «BO3MOXKHOIO ymiepOa OT aTakn» Ha «Be-
POSITHOCTB TaKOW aTaKu».
Yep6 oT aTaku MOXKET OBITh TIPEACTABIIEH CIEAYIONUM 00pa3oM (Tadm. 2).
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Tabnuya 2
Yuiep6 ot ataku

Beauunna
Onucanue
yuiep6a

0 PackpeiTre nH(pOpMALIMU HAHECET HUYTOKHBIIHMOPAIbHBIN M (PUHAHCOBBIH yepo
bupme

1 Viep0 oT aTaku ecTh, HO OH HE3HAYHUTEINICH, QCHOBHBIC (DUHAHCOBBIC OMEpPAIIUH U
MIOJIO’KeHHE (PUPMBI Ha PHIHKE HE 3aTPOHYTHI

2 DuHAHCOBBIE ONEpaIy HE BEAYTCs B TEUCHHE HEKOTOPOTO BPEMEHH, 3a 3TO BpeMs
(bupma TepIuT YOBITKH, HO €€ IMOJIOKESHHUE Ha PHIHKE U KOJIHYECTBO KIIUSHTOB H3Me-
HSIIOTCSI MUHUMAJIBHO

3 3HauuTeNbHBIE OTEPH HA PHIHKE U B IPUOBUTH. OT GUPMBI yXOAUT OLIyTHMAsl 4acTh
KIIMEHTOB

4 IMoTepu 04YeHb 3HAUUTENBHEI, (PHPMa Ha MIEPUO A0 IOfia TEPSET OJI0KEHHE Ha
pbiHKe. [ BOCCTaHOBJIEHHS IIOJIOKEHUSI TpeOyIOTCs KpynHble (PMHAHCOBBIE 3aiiMBbl

5 dupma mpexpaniaeT CynecTBOBaHNE

BeposTHOCTL aTaku MPENCTaBISIETCS B COOTBETCTBUHU CO CIEMYIOMIEH Tabiu-

e 3.
Tabnuya 3
BeposiTHOCTH aTaku
BepositHoCTB Cpennsisi 4acToTa NOABJIEHUS
0 JAHHBIN BUJI aTaKU OTCYTCTBYET
1 peXe 4eM pa3 B TOX
2 okouio 1 pa3za B rog
3 0Kk0J10.]1 pa3a B MecsIl
4 okoJio 1'pasa B HEAETIO
5 MIPAKTUYECKU eKETHEBHO

Heobxomumo oTMeTHTh, 9TO Kiaccu(pukanuio ymepda, HAHOCHMOTO aTakKow,
JOJDKEH OICHMBATh BIAJENel] MHPOPMAIMK WM Pa0OTAIOMMN C HEI HEepCOHAI.
A BOT OIIGHKY BEpOSTHOCTH TOSIBIICHHS aTakdl JIydlle JOBEPUTH TEXHHYECKUM CO-
TpYIHUKaM (UPMEIL.

CremyromyM 3TanoM sBISIETCSl COCTAaBICHUE TAOIHIBI PUCKOB TPEIIPHUITUSL
(Tabm. 4).

Tabnuya 4
Pucku npexnpuaTus

OnucaHue aTaku Ymep0o BepositTHOCTB Puck (=Ymep6x
XBeposATHOCTB)
Crnam (nepenosiHeHHe TIOYTOBOTO ANIMKA) 1 4 4
Konmposanue xecTkoro aucka U3 LEHTpallb- 3 | 3
Horo oduca
2
HWroro: 9

Ha sTom sTame ananm3a TabIUIBI PUCKOB 33JIaI0TCSI HEKOTOPBIM MaKCHMAIIbHO
JIOTTYCTUMBIM PUCKOM, HallpIMep 3HAYCHHEM 7.

CHauvaia rpoBepsieTCsl Kaxaas CTpoKa TaOIHIIB Ha HEMPEBHIIIEHNE PHCKa 3TO-
ro 3Ha4deHus. Eciu Takoe mpeBbIIeHne HMEET MECTO, 3HAYUT JaHHas CTPOKa — 3TO
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OJlHa M3 MEPBOOYECPEAHBIX IIeiel pa3paOdOTKU MONUTHKH 0e30mMacHOCTH. 3aTeM Mpo-
W3BOJIUTCS CpAaBHEHUE YJIBOCHHOI'O 3HaueHus (B HamieM ciaydae 7 X 2 = 14) ¢ uHTe-
rpaibHBIM pUCKOM (stueiika «toroy).

Ecnu nHTerpasbHbIid PUCK MPEBHIIIACT JIOMYCTUMOE 3HAYCHHE, 3HAYUT B CHUC-
TeMe 0e30MacHOCTH HAaOUPaeTCs] MHOKECTBO MEIKHUX MOTPEIIHOCTEH, KOTOphIE B
CyMMe He aanyT npeanpusaTtvio 3¢(ekTUBHO pabotarh. B 3TOM ciiyyae U3 CTpoOk
BBIOMPAIOTCS T€, KOTOPBIC JAKOT CaMblii 3HAYUTEIBHBIN BKIJIa] B 3HAYCHUE WHTE-
TPAILHOTO PUCKA, U MTPOU3BOAMUTCS TOIBITKA UX YMECHBIIUTD WIN YCTPAHUTh MOITHO-
CTBIO.

Korna npoBeneH aHann3 pucKOB M ONpeAecHa CTPaTeTus 3alUThl, COCTaBIIs-
eTCsS Tporpamma, peanm3alus KOTOPOW JOJDKHA O0€CIeYUTh HH(POPMAIIMOHHYIO
6e3onacHocTb. [lox 3Ty mporpamMmy BBLAEISIOTCS PECypChbl, Ha3HayarOTCS OTBETCT-
BEHHBIC, OTIPEACISACTCS MOPSIOK KOHTPOJIS BHIMOIHEHUS TPOTPAMMBI U T. II.

[TonuTrka 0OE30MaCHOCTH OpraHW3AIMK JIOJKHA MUMETh CTPYKTYPY KpaTKOTO,
JIETKO TIOHUMAaeMOTO JIOKYMEHTa BHICOKOYPOBHEBOW IOJHMTUKH, TOJICPKUBAEMOTO
psaaoM 0oJiee KOHKPETHBIX JJOKYMEHTOB CIEI[UAIM3UPOBAHHBIX TIOJUTHK U MPOLETYP
0e30MacHOCTH.

Honumuka 6eszonachocmu 00bIYHO, OPOPMISIEMCsL 6 6U0e OOKYMEHMA, GKO-
yarowezo maxue pazoensl, KaKk onucanue upooiemsl, 001acms IpUMEeHeHUs, No3UYUs
opeanuzayuu, pacnpeoenerue poiei u 00A3aHHOCmel, CaHKyuu u op.

Onucanue npoonemor. THGopMans, THpKyIUpYIOLIas B paMKax JOKaIbHOU
CETH, SIBJIICTCS KPUTHYCCKH BaXXHOU. JIOKaNbHAs CeTh MO3BOJISCT MOJIB30BATENISM CO-
BMECTHO KCIIOJIB30BaTh MPOTrPaMMBbI U JIAHHBIC, YTO YBEIHYUBAET yrpo3y Oe30MacHO-
ctu. IlosToMy KaKIplii W3 KOMIIBIOTEPOB, BXOJSIIMX B CETh, HYXIaeTcs B Oolee
CWJIBHOH 3amiuTe. DTH MOBBIIEHHBIE MEPhl 0E30ITACHOCTH | SIBJISIFOTCSI TEMOH JaHHO-
ro gokymeHTa. JIOKyMeHT mpecienyeT CleAylolue Ieu: MPOAeMOHCTPUPOBATh CO-
TPYJHUKAM OpTaHU3aI[MH Ba)XKHOCTh 3aIUTHI CETEBOH Cpelbl, ONHMCaTh WX POJb B
obecrieueHnr OE30MMaCHOCTH, a TAKXKe PACHPEeNIUTh KOHKPETHbIE 00SI3aHHOCTH II0
3amuTe nH(HOPMAINH, IIUPKYJIUPYIONIEH B, CETH.

Obracmev npumenenusn. B chepy AeiicTBUS TaHHOW TOJUTHKH TOMAJAIOT BCE
arnmaparHbie, POTPaMMHBIE U HHPOPMAIIMOHHBIE PECYPCHI, BXOISIINE B JTOKAIHHYIO
ceTh npeanpusaTus. [lomuTrka opueHTHPOBaHA TaK)Ke Ha JIFOJIeH, paOoTaloNIKX C Cce-
TBIO, B TOM YHCJIIE Ha MOJIb30BaTeNeH, CyOnOIpsITYMKOB 1 ITOCTABIIUKOB.

Ho3uuun opzanuzayuu. 1lenpro opraHu3anuy SIBISIETCS 00ecIieueHe 1IeJI0CT-
HOCTH, JOCTYITHOCTH ¥ KOH(PUICHIIMAIBHOCTH JTaHHBIX, @ TAKXKE MX IMOJHOTHI U aKTy-
aNbHOCTH. boiee YaCTHBIMU LIEISIMU SBIISTFOTCS

— obecrieueHne ypoBHS 0€30MaCHOCTH, COOTBETCTBYIOIIETO HOPMATHBHBIM JI0-
KyMEHTaM;

— ClIeIOBaHHE HYKOHOMHUYECKOW I1eJeco00pa3HOCTH B BEIOOPE 3aIUTHBIX MEp
(pacxopl Ha 3aMIUTy HE MOJDKHBI MIPEBOCXOIUTH MPEAIONaraeMblil yiepo oT Hapy-
meHns nHHOPMaIMOHHON 0€30MacHOCTH);

— obecrnieueHne 0€30MAaCHOCTH B KaXI0H (PYHKIIMOHAIBHOW OOJACTH JIOKAIlb-
HOMH ceTH;

— obecrieueHne IMOJOTIYETHOCTH BCeX NEHUCTBWH TMonb30Bareiei ¢ mHpopma-
uel u pecypcamu;
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— obecrieueHUe aHaIN3a PeruCTPAIMOHHON HHDOPMAIINK;

— IIPEJIOCTABJICHUE TII0JIH30BATEISAM JOCTATOYHOW WH(OpPMAIUK JUIS CO3HA-
TEJIBHOTO MOJIJICPXKAHUSI PEKUMa OE30IMaCHOCTH;

— BBIPA0OTKA IUIAHOB BOCCTAHOBJICHHS TIOCJIC aBapHii M WHBIX KPUTUYECKHX
CUTyalui Juis BceX (PYHKIMOHAIBHBIX 00JacTell ¢ Melabl0 00eCIeYeHUs HETpephIB-
HOCTHU PabOTHI CETH;

— o0ecrieueHre COOTBETCTBHS ¢ MUMEIONTUMHUCS 3aKOHAMH M OOIICOpPTaHU3aIIH-
OHHOI ITOJTUTUKOM 0€30IaCHOCTH.

Pacnpeoenenue poneit u oéazaunocmeii. 3a peanuzanuio cHopMyIUpPOBaH-
HBIX BBIIIC IIEJICH OTBEUYAIOT COOTBETCTRBYIOIINE JOHKHOCTHBIC JIMIIA U TTOJIH30BATEIH
CETH.

Pyxosooumenu nodpazoeneruii OTBEYAIOT 32 JOBEICHUE TTOJIOXKCHHA MTOIUTUKA
06€e30MacHOCTH 0 MOJB30BaTEICH U 32 KOHTAKTEI C HUMH.

Aomurucmpamopwsl 10KaIbHOU cemu 00ECIICYNBAIOT HEMPEPhIBHOE (PYHKIINO-
HUPOBaHUE CETH W OTBEUAIOT 3a PEaU3aIUI0 TEXHUIECKUX Mep, HEOOXOTUMBIX IS
MIPOBEJICHYS B )KU3Hb MOJUTHKU 0€30MIaCHOCTH.

Aomurucmpamopwsl cepsucos OTBEYAIOT 32 KOHKPETHBIC CEPBUCHI U, B YaCTHO-
CTH, 3a TO, YTOOBI 3alUTa ObLIA IMOCTPOCHA B COOTBETCTBHM C OOIIECH IMOIUTUKOMN
0e30MacHOCTH.

Tlonvz06amenu 00s13aHBI pabOTATh C JIOKAIBHON CETHIO B COOTBETCTBHH C TIO-
JUTHKOW OE30MMaCHOCTH, TOIYUHATHCS PACHOPSDHKEHUSIM JIUI[, OTBEYAIONUX 3a OT-
JISbHBIC acTeKThl 0€30MaCHOCTH, CTABUTh B M3BECTHOCTh PYKOBOACTBO 000 BCEX MO-
JIO3PUTENHHBIX CUTYAIIHSX.

Cankyuu. HapyuieHne MONMMTHKU 0€30MACHOCTH MOXET TOJBEPTHYTH JIO-
KaTbHYIO CETh W IMPKYJIUPYIOUIYI0O B Hell WHGOPMAIMIO HEJOMYCTUMOMY PHCKY.
Crydan HapylieHus O€30MacCHOCTH CO CTOPOHBI IEPCOHANA JIOJDKHBI OIEPaTUBHO
paccMaTpHUBaTHCS PYKOBOJCTBOM JUISl IPHHSITHS AUCIUILUIMHAPHBIX MEp BILIOTH JIO
YBOJILHEHHSI.

Hononnumenvnas ungpopmayus. KOHKPETHBIM TPyIIaM UCTIOTHUTEICH MO-
TyT moTpeOOBaThbCA NJsi O3HAKOMIICHUS KaKWe-TO JOTOJHUTENbHBIE JOKYMEHTHI,
B YaCTHOCTU JIOKYMEHTHI CHCIUATU3UPOBAHHBIX TMOJUTHK U MPOLEAYp Oe30MmacHo-
CTH, a TaKXKe JIPyTue pyKoBoAsAIIMe yKka3zaHuss. HeoOXoauMOCTh B IOTIOJHUTEIBHBIX
JIOKyMEHTaX MOJUTUK Oe30MMacHOCTH B 3HAYMTEILHOH CTETNeHH 3aBHUCUT OT pas-
MEPOB H CIIO)KHOCTH OpTaHM3anuu. J{JIs J0CTaTQUHO KPYIMHON OpraHu3allid MOTYT
MOTpeOOBaThCS B JIOMOJTHEHHE K 0a30BOW MONHTHKE CIEIMAITM3UPOBAHHBIE TOJU-
Tuku Oe3oracHOCTH. OpraHu3anud MEHBIIETO pa3Mepa HYKIAIOTCS TOJBKO B He-
KOTOPOM TIOJIMHOXECTBE CICIUATU3UPOBAHHBIX' TOMTUTHK. MHOTHE U3 3THX JOKY-
MEHTOB IOJJEPKKH MOTYT OBITh JOBOJIBHO KPaTKHMMH — OOBEMOM B OJIHY-IBE
CTPaHUIIBI.

C mpakTUYeCKOi TOUKH 3pEHHS MOJUTHKH 0€30MAaCHOCTH MOXKHO Pa3ieiuTh Ha
TPHU YPOBHS: BEPXHUN, CPETHUM U HUKHUU.

Bepxuuit yposenv nonumuxu de3onacrocmu onpeenseT PenieHus, 3aTpari-
BAIOIIME OPTAHU3AIMIO B IIETIOM. DTH PEIICHHS HOCAT BEChbMa OOIIMIA XapakTep U HC-
XOJISIT, KaK MPaBHIIO, OT PyKOBOJICTBA OPraHU3aIUH.
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Takue pemeHus: MOTyT BKJIFOYATh B Ce0s1 CIIeIyIOIIUE SIEMEHTHI:

— (OpMyJIUPOBKA IIeNied, KOTOpbIe MpecieayeT OpraHu3aIs B OONACTH HH-
(hopMaIMoHHO# 0€301aCHOCTH, OIpPEICICHHE OOIIUX HAIPABJICHUN B JOCTUXCHHH
JTHUX LICNCH;

— (OPMHUPOBAHHE WIHM TEPECMOTP KOMIUICKCHOW MpPOTrpaMMBbl 0OeCTICUCHUS
WHPOPMALIMOHHON 0E€30MaCHOCTH, ONpeJleieHue OTBETCTBEHHBIX JIUI 32 MPOJBUXKE-
HHUE MTPOTPaMMBI;

— obecreueHre MaTepHaIbHOMN 0a3bl 171 COOJIFOACHHUS 3aKOHOB U TIPABHIT;

— (OpPMYJINPOBKA YIPABICHYSCKUX PEHICHAH IO BOMPOCAM pealTu3aliy Mpo-
rpaMMbl 6€30I1aCHOCTH, KOTOPBIE TOJDKHBI PacCMaTpUBAThCSl HA YPOBHE OpraHU3alIH
B IIEJIOM.

[MomuTrka 6GE30MAaCHOCTH BEPXHETO YPOBHS (HOPMYITHPYET IETH OpPraHu3aluu
B 001acTi nH(QOPMAIIMOHHOH 06€30IIaCHOCTH B TEPMHUHAX LEJIOCTHOCTH, JOCTYITHOCTH
1 KOH(QHICHIUANBHOCTH. ECiu opraHu3anus 0TBeYaeT 3a MOAACPKAHNUE KPUTHICCKU
Ba)XHBIX 0a3 JaHHBIX, HA MEPBOM IUIAHE JAOJDKHA CTOSTh Yel0CMHOCHb NaHHbIX. s
OpraHu3aIfK, 3aHUMAIOIICHCS MPOJaKaMH, BaXKHA AKTYadbHOCTh HH(POPMAIUU O
NPEIOCTABIAEMBIX YCIyrax W I[EHAX, a TAKKEe €€ 0OCMYNHOCMb MAKCUMAaIbHOMY
YHCIY TOTCHIMANBHBIX MOKymateneil. PexxuMHas opraHu3anus B MEPBYIO OdYepeib
OyJneT 3a00TUTBhCS 0 KOH@PUOeHyuarbHocmu UHOOPMAIIUH, T. €. 0 € 3allUTe OT He-
CaHKI[MOHUPOBAHHOTO JIOCTYTIA.

Ha BepxHUil ypoBeHb BBIHOCHTCS YIPABICHHE pecypcaMu O0e30MacHOCTH
U KOOPAUHAIKS MCIOJIB30BAHUSA ITHX PECYpPCOB, BBIACICHHE CIEIHATBHOTO MEePCO-
HaJa JUISl 3al{UThl KPUTHUYECKH BAXKHBIX CHCTEM, MOJCPIKAHUE KOHTAKTOB C JPYTH-
MU OpraHH3alMSIMH, 00CCIICUNBAOIINMYI UM KOHTPOJIUPYIOIUMHU PEKUM Oe3omac-
HOCTH.

[MomuTrKa BEepXHETO YPOBHS JOJDKHA YETKO OMPENAeNiTh chepy CBOEro BIHs-
HUSL. DTO MOTYT OBITh BCE KOMIBIOTEPHBIC CHCTEMbI OPTaHU3AIUH HIIH JJaKe OOJIbIIIe,
€CJIM TIOJIUTHKA PETJIAMEHTHUPYET HEKOTOPBIC aCHEKThl UCIOJIb30BAHHS COTPYIHHKA-
MU CBOMX JIOMAIIIHUX KOMIBIOTEpOB. Bo3MoKHa M Takas cHUTyarus, Koraa B chepy
BJIMSIHUS BKJTFOUAIOTCS JIMIITL HANOO0JIee BAXKHBIC CHCTEMBI.

B monutrke MOMKHBI OBITH OMPENEeHbl 00S3aHHOCTH JAODKHOCTHBIX JIMIL IO
BBIPA0OTKE MPOTpaMMbl OE30MACHOCTH M MPOBEACHHIO €€ B XH3Hb, T. €. MOJUTHKA
MOJKET CITY»KHTh OCHOBOM MOOTYETHOCTH MEPCOHATA.

[MonmuTrKa BEpXHETO YPOBHS UMEET JICJIO C TPEMs aCTIeKTaMU 3aKOHOTOCITYIII-
HOCTH W UCTIOJIHUTEILCKOW TUCIUTUIMHBL. BO-TIepBhIX, OpraHu3aius J0JKHa COOI0-
JIaTh CYIIECTBYIOIINE 3aKOHBI. BO-BTOPBIX, CIeIyeT KOHTPOIHUPOBATh JCHCTBUS JIHIL,
OTBETCTBCHHBIX 3a BBIPAOOTKY MPOrpaMMbl 0€30MacHOCTH. B-TpeThux, HEOOXOUMO
00ecreYnTh MCIONHUTENBCKYIO JTUCIMIUIHHY MEPCOHANA C MOMOIIBI0 CUCTEMBI TMO-
OLIPEHUN U HAKa3aHUU.

Cpeonuii yposenv nOJIUMUKU 0e30RACHOCHMI OTIPEIENSACT PEIICHUE BOIPO-
COB, KacaloNMXCsl OTACTBHBIX aCMEKTOB MH(OPMANMOHHON 0€30MacHOCTH, HO BaXK-
HBIX JUIS PA3JIUYHBIX CUCTEM, SKCIUTYaTHPYEMBIX OpraHU3aI[HCH.

[IpuMepbl TaKUX BOTIPOCOB — OTHOIICHHE K JocTyny B MHTepHeT (Tpobiema
coueTaHusl CBOOOABI MONYYCHUS MH(POPMAINH C 3alUTOW OT BHEIIHUX YTpo3), HC-
MOJIb30BAHUE IOMAIIHUX KOMIIBIOTEPOB U T. [I.
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[TonuTrka 6€30MACHOCTH CPEAHETO YPOBHS JOJIKHA OMPEACIIATh JIJIs KaXI0T0
acrneKTa HHQOPMAIIMOHHOW 0€30IMaCHOCTH CJIETYIOIINEe MOMEHTHI:

— onucaHue acnekma — TMO3UIUsT OPraHU3aIMH MOXET ObITh COPMYJIUPOBaHA
B JIOCTaTOYHO OOINEM BHJIE KaK HA0Op IeNiel, KOTOPBIC MpecieAyeT OpraHu3alus B
JAHHOM aCIIEKTE;

— obnacmv npumenenusi — CIIEAyeT Crenu(UIMpoBaTh, e, KOTAa, Kak, I0
OTHOIIICHHUIO K KOMY M YeMy TIPUMEHSIETCS JIaHHAs TIOJIUTHKA 0€301acHOCTH;

—poau u 0083aHHOCMU — JTOKYMEHT JOJDKEH COJIepKaTh HH(POPMAIHIO O
JIOJPKHOCTHBIX JIMIAX, OTBEYANOIIUX 3a NPOBEICHHE IOJUTHKH O€30IMacHOCTH B
JKHU3HE;

— camKkyuy — TIOMUTHKA JTOJDKHA COAEPKATH 00lee OMUCAHHE 3alpelleHHBIX
JIICUCTBUI M HaKa3aHUM 33 HUX;

— MOYKU KOHMAaKma — JIOJKHO OBITh M3BECTHO, KyJla CIeayeT o0palarhcs 3a
Pa3bACHEHUAME, TIOMOINBI W JOTOTHHUTEIbHOW uH(pOpMarmeid. OObIYHO TOYKOH
KOHTaKTa CITy>KUT JIOJDKHOCTHOE JIUIIO.

Huowcnuil ypoeens nonumuku 6e€30nacHocmu OTHOCUTCS K KOHKPETHBIM Cep-
BHCaM. JTa IMOJINTUKA BKIIOYAeT B ceOs JBa acIieKTa: IeNId U MpaBWiIa UX JOCTHKE-
HUSl, TIOOTOMY €€ MOPOH TPYAHO OTACIUTh OT BOIPOCOB peayin3anud. B oTnudne oT
JIByX BEPXHHUX YPOBHEH, paccMaTpuBacMas IMOJIMTUKA JIOJKHA OBITh OoJiee JeTallb-
HOM.

[IpuBeneM HECKOIBKO NPUMEPOB BOMPOCOB, HA KOTOPBIC CIEAYET AaTh OTBET
TIPH CJICIOBAHUU MTOJIUTUKE OC30IMACHOCTH HUKHETO YPOBHSI:

— KTO UMEET MPaBo JIOCTYIA K 00BEKTaM, MOIJICPKUBAEMBIM CEPBUCOM;

— IIPY KaKUX YCIOBHSIX MOXKHO YUTATh U MOTUDHUIIUPOBATH TaHHBIE;

— KaK OpraHu30BaH yAaJEHHBIN JOCTYII K CEPBHCY.

[TonuTrka 6€30MACHOCTH HIKHETO YPOBHS MOXET UCXOJHUTH M3 COOOpaKeHUI
[EOCTHOCTH, JOCTYIMTHOCTH ¥ KOH(UICHIIMATHFHOCTH, HO OHA HE J0JDKHA Ha HUX OC-
TaHaBJIMBaThCs. B 00mIeM ciydae menu JOKHBI CBS3BIBATH MEXIY COOOW OOBEKTHI
CepBUCA U OCMBICIIEHHBIC JICHCTBUS C HUMH.

W3 neneii BEIBOAATCS MpaBmiia 0€30IIaCHOCTH, OMUCHIBAIONINE, KTO, YTO U IIPH
KaKHX yCIIOBHSIX MOXET JenaTh. UeM neTanbHee MpaBuia, yem Ooliee 4eTko U ¢op-
MaJbHO OHH W3JIOKEHBI, TEM IMPOIIEe MOJICPKAaTh WX BBIMTOIHEHUE MPOTrPAMMHO-
TexHrnuecKuMu Mepamu. OOBIYHO HamOoJiee (GOpPMaIIbHO 33/Ial0TCA TMpaBa JIOCTyIa K
0o0BEKTaM.

[IpuBenem Oolee AeTanbHOE OMMCAHUE O0SI3aHHOCTEN KaXKI0H KaTEerOpHH Iep-
coHAaJa.

Pykoeooumenu noopazdenenuii OTBEHAIOT 32 JOBEICHUE IOJOXKEHUU IMOJIH-
THKH 0€30MacHOCTH J0 nojib3oBareiiei. OHW 00sI3aHbI:

— IIOCTOSIHHO JIepKaTh B TIOJe 3peHHS BOMpOchl OezomacHocTu. Crnemuth 3a
TEM, YTOOKI TO K€ cCaMoe JIeNIalIi UX ITOAYNHEHHEIC,

— IIPOBOJIUTH aHAJHN3 PUCKOB, BEHISBISIS aKTHUBBI, TPEOYIOMINE 3aIIUTHI, U YS3-
BHAMBIE MECTa CHUCTEM, OI[EHHBAs pa3Mep BO3MOXKHOTO yIiepOa OT HapyIIeHHs PeKH-
Ma 0e301acHOCTH 1 BHIOMpast 3P (EeKTUBHBIE CPEICTBA 3aIUTHI;

— opraHn3oBaTh 00ydeHne epcoHana MepaM 0ezonacHocTH. OOpaTuTh ocoboe
BHUMAaHHUE Ha BOIIPOCHI, CBSI3aHHBIE C aHTHBUPYCHBIM KOHTPOJIEM;
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— uHQOPMUPOBATh AJAMUHUCTPATOPOB JIOKAJbHOH CETH M aJMHHUCTPATOPOB
CepBUCOB 00 M3MEHEHHH CTaTyca KaKIOro M3 MOJYMHEHHBIX (Iepexol Ha IPYTyIo
paboTy, yBOJIbHEHUE U T. I1.);

— 00ecneunTh, YTOOBI KaKABIH KOMIBIOTEP B X MOAPA3ACICHUIX UMEN XO35IH-
Ha WJIM CUCTEMHOI'0 aJMHHHUCTPATOpa, OTBEYAIOIIETO 3a 0€30MacHOCTh M 00Jaaaro-
IIEr0 JIOCTATOYHOM KBAIM(UKAIINEH /IS BBIMIOJIHCHUS STON POJIH.

AOmunucmpamopsl 10KaaAbHOU cemu 00ECIICUNBAIOT HEMPEpPHIBHOE (PYHK-
UOHUPOBAHME CETH W OTBEYAIOT 3a PEalIM3alMI0 TEXHHYECKHX Mep, HEOOXOIUMBIX
JUTS IPOBEJIEHHS B )KU3Hb NOJUTUKU Oe3omacHocTH. OHU 00s3aHBbL:

— o0ecrneunTh 3almTy 000pyIOBaHUs JIOKAIILHOW CETH, B TOM YHCIIE HHTEp-
(elcoB ¢ IpyruMu CETAMH;

— onepaTuBHO U 3((EKTUBHO pearupoBaTh Ha COOBITHS, Tasiue yrposy. MH-
(hopMHpOBATH AIMUHUCTPATOPOB CEPBUCOB O MOMBITKAX HAPYIICHUS 3aIUTHI;

— MCTIOJNIb30BaTh MPOBEPEHHBIE CPEICTBA ayAuTa W OOHAPY)KEHHUs MOA03PH-
TEJIHBIX cuUTyaluil. EsxeZHeBHO aHaNIM3MpOBaTh PETUCTPALMOHHYIO HMH(OpMAIHIO,
OTHOCALIYIOCS] K CETH B LIEJIOM U K (ailyIoBBIM cepBepaM B YaCTHOCTH;

— HE 370yNnoTpeOiIsITh CBOMMH IMOJHOMOYMsIMH. Ilonb30BaTeny UMEIOT MpaBo
Ha TalHy;

— pa3paboTtaTh MpoUEeAYpPHl U MOATOTOBUTh MHCTPYKIMU IJISl 3aIIUTHI JOKAb-
HOW CETH OT BPEIOHOCHOTO MporpaMMHoro obecneueHus. Oka3piBaTh IOMOLIb B 00-
Hapy>KeHUH U JTUKBUAALUHN BPEIOHOCHOTO KOJa;

— PeryJIsipHO BBINIOJHATH PE3ePBHOE KOMUPOBaHWE MH(POPMALMH, XpaHALIeHCs
Ha (paiiIoBBIX cepBepax;

— BBINIOJIHATH BCE M3MEHEHHUS CETEBOHM anmapaTHO-IIPOrpaMMHON KOHpUTypa-
IIUH;

— rapaHTHpPOBaTh 00s3aTEIBHOCTD NPOLEAYPHl HACHTU(UKALMHA U ayTeHTH(H-
KalluK JJIs1 JOCTYIA K CETEBBIM pecypcaM. BeliensTh mosib30BaTesiM BXOAHbBIE UMe-
Ha ¥ HayaJIbHbIE TAPOJIM TOJIBKO MOCIHE 3aI0JIHEHUS] PETUCTPALIMOHHBIX (HOPM;

— MEePUOANYECKH MPOU3BOANTE MPOBEPKY HAACKHOCTH 3aIUTHI JOKAIBHOM ce-
tu. He nomyckarh noiay4eHus: NpUBUICTUH HEABTOPHU30BaHHBIMH MTOJIb30BATEIISIMU.

AOmMunUCmMpamopsl cepeucoe OTBEYAIOT 32 KOHKPETHBIC CEPBUCHI U, B 4acT-
HOCTH, 32 TO, YTOOBI 3amUTa OblIa MOCTPOEHa B COOTBETCTBUU C OOLIECH MOJIUTHUKON
oe3omacHocTH. OHU O0S3aHBI:

— YOPaBJIATh IpaBaMH JOCTYIIA IT0JIb30BaTENIe K 00CITy>KHBAEMBIM OOBEKTaM;

— onepaTuBHO U 3((PEKTUBHO pearupoBaTh Ha COOBITHUS, Tasmue yrpo3y. Oka-
3bIBaTh [IOMOIIb B OTPA)KEHUH YTPO3bI, BHISIBICHUH HAPYIIUTENECH U MPea0CTaBICHUH
UH(POPMAaLIUH I UX HAKa3aHUS;

— PeryISIpHO BBITIONHATH PE3EPBHOE KOMHMPOBaHWE WHOpMAIu, oOpadaThI-
BaeMOH CEpPBHCOM,;

— BBLACTISITH ITOJIB30BATEISIM BXOAHBIE IMEHA M HadallbHbIE APOJIM TOJIBKO IMO-
CJI€ 3aII0JTHEHUS PETUCTPALIMOHHBIX (OpM;

— ©KE/IHEBHO aHAJIM3UPOBATh PETUCTPALFOHHYIO HH()OPMALNIO, OTHOCSIIYIOCS
K cepBUCY. PeryisipHo KOHTpOJIMpOBaTh CEPBHC Ha MpeaMeT BPEIOHOCHOIO IPO-
TPaMMHOTO OOecTIeueHUS;
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— IEPUOINYCCKU TIPOU3BOJIUTH TPOBEPKY HAJCKHOCTH 3aIlMTHI cepBuca. He
JIOITYCKATh TIOMYUYCHUS MPUBUICTUH HEABTOPU30BAHHBIMHY IT0JIb30BATEIISIMHU.

Ilonv3oeamenu o00s3aHbI PabOTATh C JIOKAIBHOMN CETHIO B COOTBETCTBUU C I10-
JIUTUKOW O€30MAaCHOCTH, TOJYUHATHCS PACIOPSIKEHUSAM JIUI[, OTBEYAIONIUX 33 OT-
JISTBHBIC aCTIeKThl 0€30IaCHOCTH, CTABUTh B M3BECTHOCTh PYKOBOZCTBO 000 BCEX TO-
JIO3PUTENBHBIX cuTyanusx. OHU 00s3aHBbI:

— 3HaTh ¥ COOJIFOJIATh 3aKOHBI W HPaBWIA, IPUHSATHIC B JAaHHON OpraHW3alluy,
MIOJIUTUKY O€30MacHOCTH, TPOIeayphl 0€30macHocTy. Vcmonp30Barh MOCTYITHBIC 3a-
IIUTHBIE MEXaHU3MEI I 00ecTieueHUs KOH(UACHIINATHLHOCTH U LEIOCTHOCTH CBOEH
UHpOpMaLuH;

— UCTIONB30BaTh MEXaHWU3M 3allUThl (AMIOB U JTOJDKHBIM O0pa3oM 3aJlaBaTh
mpaBa JI0CTyIa;

— BBIOMPATh KAYE€CTBEHHBIC MApOJIM, PEryJIIpHO MEHSTh uX. He 3amuceiBaTh
napoyiu Ha Oymare, He cooOIaTh UX IPYTHM JHIaM;

— MHPOPMUPOBATH AJIMHUHHACTPATOPOB WM PYKOBOJCTBO O HApYIICHUSAX 0€30-
MACHOCTHU ¥ MHBIX TOJIO3PUTEIBHBIX CUTYAIIUSX;

— HE UCIOJB30BaTh CIa00CTH B 3aIIUTE CEPBUCOB U JIOKATHHON CETH B IIEIOM.
He coBepimarh HeaBTOpU30BaHHOW pabOTHI C JaHHBIMHU, HE CO3/1aBaTh MOMEX JIPYTUM
MMOJIL30BATENISIM;

— BCETJla COO0IIAaTh KOPPEKTHYIO HICHTU(PUKAIMOHHYIO U ayTEHTU(PUKAIUOH-
HYI0 HH(QOPMAIIHIO, HE TIBITAThCSA pad0TaTh OT UIMEHH JPYTHX MOIH30BATENCH;

— o0ecrnieunBaTh pPE3epPBHOC KOMHMPOBaHWE WHGPOPMAIMM C KECTKOTO JHCKa
CBOETO KOMITHIOTEPA;

— 3HATh MPUHIHIEI PabOTHl BPEJOHOCHOTO MPOTPAMMHOTO 00ECTICUeHHS, TTYTH
€ro MPOHNKHOBEHHS W PACIPOCTPaHEHUs. 3HATh W COOIMIOAATH MPOLEAYPHI s Tpe-
JyTIPEXKICHUS IPOHUKHOBEHUS BPEJOHOCHOTO KOJ1a, €r0 OOHAPYKEHUS U YHUUTOXKE-
HUS,

—3HaTh W COOMIOAATh MpaBUjia TIOBEIECHUSI /B SKCTPEHHBIX CUTYAIUSIX, ITOCIEe-
JIOBATEIBHOCTD NEUCTBUM MPHU JIUKBUIALUN MTOCIEICTBUMA aBapUid.
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